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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Every company that runs SAP has the same quiet problem: over time, people
collect access. They change jobs, cover for colleagues, join projects and keep
permissions “just in case.” Sooner or later, someone can do two things that
should never sit in the same hands — such as creating a supplier and paying that
supplier. Auditors call this a segregation of duties (SoD) conflict, and finding
and controlling such conflicts is the core job of SAP Access Control, part of

SAP's governance, risk and compliance (GRC) portfolio.

This book is a beginner's field guide to SAP Access Control. It explains the ideas
first — risks, functions, rule sets, mitigation — and then walks through the daily
work: analyzing risk, handling access requests, managing emergency access, de-

signing roles, running reviews and preparing evidence for auditors.

Who this book is for

¢ People starting in SAP security or GRC who need a clear map before they
open the system.

+ Business process owners and approvers who receive GRC requests and
want to understand what they are approving.

¢ Internal auditors and controls teams who rely on GRC reports and want to

know how they are produced.

How the book is organized

¢ Part I — Foundations (Chapters 1-3): why access risk matters, SAP Access
Control at a glance, and how rule sets work.
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¢ Part IT — Daily operations (Chapters 4-9): risk analysis, remediation and
mitigation, access requests, emergency access, role management and periodic

reviews.

¢ Part III — Running a GRC program (Chapters 10—12): getting clean and

staying clean, audit evidence, and what is changing in SAP's GRC roadmap.

A glossary and reading list are at the back.

Conventions

TIP

Practical advice you can apply straight away.

IN SAP

Product-specific details and transactions.

WATCH OUT

Common mistakes and risks.

Transactions and technical names appear in a monospaced font, such as PFCG or
GRAC_SPM . Diagrams are original. Screens marked Illustration are simplified
drawings, not captures of SAP software, and all values in them are examples.
People and companies in examples are fictional.

A NOTE ON VERSIONS

Most of this book describes SAP Access Control 12.0, the version most cus-
tomers run today, and the concepts that carry over to SAP's newer offerings.
Menus, apps and options differ between releases and support packages. Always

confirm details in SAP's documentation for your system.
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PART |

Foundations

Why access risk matters, what SAP Access Control does,
and how a rule set turns business risks into something a
system can check.
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CHAPTER 1

Why access risk matters

Before learning the tool, it helps to understand the problem it solves —
and why auditors care so much about it.

Most business fraud does not involve hackers. It involves trusted people with too
much access, and processes that let one person complete a sensitive task from
start to finish without anyone else noticing. Access governance exists to make
that difficult.

Segregation of duties in one picture

The classic example comes from purchasing and payables. If one person can cre-
ate a supplier and also pay that supplier, they could invent a supplier with
their own bank account, send it an invoice, and pay it. Each step looks normal on

its own.

Create a fake

supplier
. J

Segregation of duties splits these steps between different people.

Same person Fraud can go
can do both unnoticed

Pay that
supplier

(G J

Figure 1.1 The idea behind segregation of duties. Each task is legitimate; the risk comes
from combining them in one person.
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Segregation of duties (SoD) means splitting such steps between different peo-
ple, so that completing the sensitive process needs at least two of them. The

same thinking applies across the business:

e creating a purchase order and approving it;

¢ posting a journal entry and approving it;

¢ maintaining employee pay data and running payroll;

e creating users and assigning roles to them.

Critical access

Some access is risky even on its own, without any combination. Examples in-
clude changing system settings in production, opening and closing accounting
periods, maintaining bank details for payments, or administering users. These are
usually called critical access (or sensitive access). They should be held by few

people, for clear reasons, and monitored.

Why auditors care

For companies listed in the United States, the Sarbanes—Oxley Act (SOX) re-
quires management to maintain internal controls over financial reporting, and
external auditors to test them. Similar expectations exist in many other countries
and industries. Because SAP systems often run the processes that produce finan-

cial results, auditors routinely test:

¢ who can do what in SAP (access controls);

¢ whether SoD conflicts exist, and if they do, whether mitigating controls

cover them;
¢ whether new access is approved before it is granted;
¢ whether access is reviewed regularly; and
¢ whether privileged or emergency access is controlled and logged.

These are often grouped as IT general controls for access. Weak access controls

are among the most common audit findings in SAP environments.



SECTRAININGNOW SERIES - NO. 02 FREE SAMPLE - OjayO.COm

Why manual control does not scale

A small company can track access in a spreadsheet. A large SAP landscape

cannot:

¢ There may be thousands of users and roles, and tens of thousands of transac-

tions and authorization values.

¢ A single role can contain hundreds of authorizations; a user can hold dozens
of roles.

¢ Whether a user can really perform a function depends not just on transaction
codes, but on authorization objects and field values.

¢ Access changes every day as people join, move and leave.

This is the problem SAP Access Control automates: it holds a rule set describing
risky combinations, compares it with the real authorizations in your systems, and

builds checks into the processes that change access.

Preventive and detective controls
Access governance uses both kinds of control:

¢ Preventive controls stop a risk from being introduced: for example, analyz-

ing every access request for SoD conflicts before approval.

¢ Detective controls find risks that already exist or activity that already hap-
pened: for example, a quarterly SoD report or a review of emergency access
logs.

Good programs use both. Preventive checks keep new problems out; detective

checks catch what slipped through and prove to auditors that controls work.

TIP

When you explain GRC to a business manager, avoid jargon. Say: “We are mak-
ing sure no single person can complete a sensitive process alone, and that when
someone needs extra access, it is approved, time-limited and checked.”
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KEY TAKEAWAYS
o Segregation of duties splits sensitive processes so that no one person can

complete them alone.
o Critical access is risky on its own and must be limited and monitored.

o Auditors test access approvals, SoD, mitigating controls, reviews and privi-

leged access.

o Large SAP landscapes need automation: a rule set compared with real autho-

rizations, plus checks built into access processes.

e Combine preventive and detective controls.
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CHAPTER 2

SAP Access Control at a
glance

SAP Access Control is a suite of connected capabilities. This chapter
maps them, explains where they came from, and shows how the sys-
tem connects to your SAP landscape.

SAP Access Control (often still called “GRC Access Control” or simply “GRC”)
brings together the main access-governance processes in one application. SAP

describes it in terms of five capabilities.

Access Risk Analysis
find SoD + critical access

Periodic Review
access + SoD reviews

Access Request Mgmt
request, approve, provision

Access -~/

governance

Emergency Access Mgmt Business Role Mgmt
controlled firefighting design and approve roles

Figure 2.1 The five capabilities of SAP Access Control around the shared goal of access
governance.
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