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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

SAP HANA is the in-memory database underneath SAP S/4HANA, SAP
BW/4HANA and many other SAP applications — and a platform in its own right
for analytics and applications. Everything an SAP system knows ultimately lives
in it. Yet HANA security is often treated as "something the Basis team set up

once", while all the attention goes to application roles.

That is a gap attackers and auditors both notice. A powerful database user, an ac-
tive superuser, a missing audit policy or an unencrypted backup can undo the
best application authorization concept.

This book explains SAP HANA security for beginners: users, authentication,
privileges, roles, analytic privileges, auditing, encryption and hardening — with

checklists you can use straight away.

Who this book is for

¢ SAP security and GRC professionals who know ABAP authorizations and
now need to secure the database layer.

¢ Basis and database administrators responsible for HANA systems.

¢ Auditors reviewing HANA as part of IT general controls.

¢ BI and data teams who give analysts direct database access.

How the book is organized

e Part I — Foundations (Chapters 1-2): why HANA security matters, and the

architecture you need to understand.
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¢ Part IT — Identity and access (Chapters 3—7): users, authentication and

passwords, privileges, roles, and analytic privileges.

e Part III — Protect and monitor (Chapters 8—12): auditing, encryption and
keys, network and operating system hardening, HANA in ABAP landscapes
and in the cloud, and reviews and checklists.

Conventions

TIP

Practical advice you can apply straight away.

IN SAP

Product-specific details, such as SQL statements, parameters and tools.

WATCH OUT

Common mistakes and risks.

SQL and parameter names appear in code style . Diagrams are original.
Screens marked Illustration are simplified drawings, not SAP software, and val-

ues in them are examples. People and companies are fictional.

A NOTE ON VERSIONS

This book is written for the current generation: SAP HANA 2.0 SPS08 on
premise and SAP HANA Cloud. SAP planned SPS08 for Q4 2024 and an-
nounced that from SPS08 onward a new support package stack comes every two
years with a four-year maintenance period; SAP HANA Cloud follows continu-
ous delivery. Older features that SAP has deprecated — XS classic, the classic
HANA repository and SAP HANA studio — are mentioned only so you can rec-
ognize and retire them. Always confirm details in the SAP HANA Security Guide
and SAP Notes for your revision.
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PART |

Foundations

Why database security matters in SAP landscapes, and
the parts of SAP HANA you need to understand before
securing it.
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CHAPTER 1

Why SAP HANA security
matters

Application roles protect the front door. The database is the vault be-
hind it. This chapter explains why the vault needs its own locks.

The database holds everything

In an SAP S/4HANA system, the database contains every business document,
master record, user record and configuration table. The ABAP application server
checks authorizations before it reads or writes data — but anyone who can talk

directly to the database can bypass those checks entirely.

That is why database security is not a technical detail. It decides whether your

application authorization concept can be trusted at all.

Ways around the application

Direct database access can happen through:

¢ powerful database users — for example the built-in superuser, or adminis-
trators with broad system privileges;

¢ SQL clients used by analysts, developers or tools;

¢ technical users for interfaces, data loads and replication, whose passwords

are stored in many places;
¢ operating system access to the HANA host, its files, traces and backups;

¢ backup files copied elsewhere and restored into another system.

Each path needs its own controls.
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What goes wrong

Security reviews of HANA systems often find similar issues. SAP's own
EarlyWatch Alert security materials list examples such as the HANA user
SYSTEM being active and valid, HANA users with critical authorizations like
the DATA ADMIN privilege, and an audit log that is not active or is written to an

insecure target. Other common findings:

¢ shared administrator accounts with no personal accountability;
o privileges granted directly to users instead of through roles;

¢ grantable privileges ("with grant option") spread widely;

¢ analysts with broad SELECT on business schemas;

¢ weak or never-changed passwords for technical users;

¢ trace files containing sensitive data left on disk;

e encryption not enabled, or encryption root keys not backed up.

IN SAP
SAP publishes the SAP HANA Security Guide and SAP HANA Security

Checklists and Recommendations. The security guide includes a section on de-
activating the SYSTEM user. These documents are the authoritative reference for
your version.

Two kinds of HANA use
HANA security depends on how the database is used:

¢ As an application database (for example under SAP S/4HANA): business
users never log on to HANA; the ABAP server connects with a technical
database user. Security focuses on administrators, technical users and the

infrastructure.

¢ As a data platform (native HANA applications, analytics, data science):
many people and tools log on to HANA directly. Then HANA's own users,

roles and analytic privileges carry the business authorization concept.

Many landscapes have both. Chapter 2 explains the difference in more detail.
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Shared responsibility inside your team

HANA security usually involves several teams:

Team Typical responsibility
Basis / DBA Installation, users for administration, parameters, backups, patches
Security Role design, reviews, audit policies, monitoring

Infrastructure Operating system, network, storage, key management
Data /Bl Data models, analytic privileges, analyst access

Audit / GRC Independent review of controls

Clear ownership prevents the most common gap: everyone assuming someone

else handles the database.

KEY TAKEAWAYS
o The database is the vault: direct access can bypass application authorizations.

o Paths around the application include powerful DB users, SQL clients, tech-

nical users, OS access and backups.

o Common findings: active SYSTEM user, critical privileges, missing audit,

no encryption.

o Security depends on whether HANA is an application database, a data plat-

form, or both.

o Agree ownership across Basis, security, infrastructure, data and audit teams.
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CHAPTER 2

SAP HANA architecture for
security

You cannot secure what you cannot picture. This chapter gives you a
security-focused map of an SAP HANA system.

Systems and tenant databases

Current SAP HANA 2.0 systems run in multitenant mode: one HANA system

contains a system database and one or more tenant databases.

! SAP HANA system (multitenant) \
1

L |
1

1 :
ABAP app server — Tenar?t DBA D i :
: own users, roles, audit settings, encryption keys 1
1
(AN 1
1 1
v |
1

1 :
Bl and SQL clients —p Tenant DB: BW i |
1 own users, roles, audit settings, encryption keys 1
1
\ 1
1
1
1
1
1
1
U

Each tenant is a separate security boundary with its own users and settings.
Figure 2.1 A multitenant SAP HANA system. Each tenant has its own users, roles, audit

settings and encryption keys; the system database manages the system as a whole.

¢ The system database is used for system-wide administration — for example

creating and managing tenants, and system-level configuration.

¢ Fach tenant database is an isolated database with its own users, catalog, data
and security settings. An application such as SAP S/4HANA uses one tenant.

From a security point of view, this means:
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» users and roles are per database — a user in one tenant does not exist in

another;

¢ auditing and encryption must be configured for the system database and

each tenant;

¢ administrators of the system database have powers over tenants that must be
controlled.

Where authorization happens
Three-tier (e.g. SAP S/4HANA) Two-tier (direct database access)

Business users Analysts, tools, apps

v

[ ABAP application server

checks SAP authorizations

] SQL / ODBC / JDBC

SAP HANA
named DB users

SAP HANA
one technical DB user

HANA privileges checked
for every user

Figure 2.2 In three-tier scenarios, the application server checks business authorizations
and connects to HANA with a technical user. In two-tier scenarios, HANA itself checks
every user's privileges.

Who checks busi-
ness access

Scenario HANA security focus

Three-tier (SAP S/4HANA, ABAP authorizations  Administrators, technical
BW/4HANA with ABAP) users, infrastructure

Two-tier (native HANA apps, HANA privileges and  Named users, roles, row-
SQL analytics) analytic privileges level security

Administration tools
Common tools for HANA administration and security include:

¢ SAP HANA cockpit — the current web-based administration tool, including
user, role, password policy and audit management;
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