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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Roles and authorizations decide what a logged-on user may do. But before any-
one logs on, data must travel across networks: from SAP GUI to the application
server, from browsers to Fiori, from one SAP system to another, from the cloud
into the data center. If those paths are open or unencrypted, attackers do not need

a user at all.

This book explains, for beginners, how to secure the network and web side of
SAP S/4HANA: ports and zones, encryption with TLS and SNC, the RFC gate-
way and message server, web access through ICM and Web Dispatcher, browser-

side protections for Fiori, remote support, and cloud connectivity.

Which SAP versions this book covers
The book is written for current releases:

¢ SAP S/4AHANA 2023 and 2025 on the current ABAP platform and kernel,
on-premise and in SAP S/4HANA Cloud Private Edition;

e SAP HANA 2.0 as the database;

¢ SAP Business Technology Platform (BTP) connectivity through the SAP
Cloud Connector.

Some settings discussed here have existed for many years (gateway ACLs, mes-
sage server ACLs); others reflect newer recommendations such as TLS 1.3 sup-
port and cloud-based certificate services for SAP GUI. Where a practice is out-
dated (for example unencrypted SAP GUI connections or TLS 1.0/1.1), the book

says so.
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In RISE with SAP and Private Edition, SAP operates much of the infrastructure.
The split of responsibilities is defined in your contract; customers usually remain
responsible for application-level settings, connections to their own networks and

users. Ask your SAP and hosting contacts which settings you can change.

Who this book is for

¢ Basis administrators who maintain SAP systems.
¢ Network and security engineers who need to understand SAP protocols.
e SAP security analysts who want to go beyond roles.

¢ Auditors reviewing SAP technical security.

How the book is organized

¢ Part I — Foundations (Chapters 1-2): why network security matters for

SAP, and the SAP components, ports and zones.

¢ Part IT — Protocols (Chapters 3-5): TLS and certificates, SNC for SAP GUI
and RFC, and the RFC gateway and message server.

¢ Part III — Web access (Chapters 6-8): ICM and ICF services, Web
Dispatcher and reverse proxies, and browser-side protections for Fiori.

¢ Part IV— Edges and operations (Chapters 9—13): SAProuter and remote
support, cloud connectivity, host-level protection, monitoring, and checklists

with cases.

Conventions
TIP

Practical advice you can apply straight away.

IN SAP

Product-specific details, such as profile parameters and transactions.
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WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.

A note on screens and examples

Screens are simplified illustrations, not copies of SAP screens. Host names,
ports and values are examples. Parameter values in this book illustrate concepts;
always take exact recommended values from the current SAP Notes and security

guides for your release, and test changes before production.
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PART |

Foundations

Network security for SAP starts with knowing what talks
to what. These chapters explain the risks and map the
components, ports and zones.



SECTRAININGNOW SERIES - NO. 19 FREE SAMPLE - OjayO.COm

CHAPTER 1

Why network and web
security matters for SAP

Many serious SAP security incidents never touched a user's role. They
came through the network.

Attacks that bypass roles

Some of the most serious SAP vulnerabilities and attack techniques of the past
decade share a feature: they work before or without a normal user logon.

Examples of the patterns involved:

+ misconfigured RFC gateways that let unknown programs register or start,

allowing commands on the server;
¢ open message server ports that let an attacker pretend to be an application
server;

¢ unprotected management services (such as the SAP start service) that re-
veal information or allow control actions;

¢ web services exposed to the internet without need, including test or admin-
istrative services;

¢ unencrypted SAP GUI and RFC traffic from which passwords and busi-
ness data can be read on the network.

Public discussions of such issues (for example around SAP's gateway and mes-
sage server security notes) led SAP to tighten defaults and to publish clear rec-

ommendations. Many older systems still run with the old settings.
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Authorization concepts assume that the network around them is controlled. If at-

tackers can reach SAP's internal services directly, roles alone will not protect the

system.

What this book protects

Confidentiality: business data and passwords on the wire.

Integrity: data cannot be changed in transit; only trusted programs can

connect.

Availability: exposed services cannot be abused to stop systems.

Accountability: connections can be traced to systems and users.

Shared responsibility

Network security for SAP involves several teams:

Team Typical responsibility

Network Firewalls, zones, VPNs, load balancers, WAF

Basis Profile parameters, ICM, gateway, message server,
certificates

Security Standards, reviews, monitoring

Application ICF services, OData services, RFC destinations

SAP / hosting
provider

Infrastructure in RISE and Private Edition, per contract

A common failure is that each team assumes another one has handled a topic. A
shared checklist (Chapter 13) helps.

Principles used in this book

1. Know your interfaces: list every port, protocol and connection your SAP

systems use.
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2. Encrypt everything that crosses a network: TLS for HTTP, SNC for SAP
GUI and RFC, TLS for database connections.

3. Allow only what is needed: firewall rules, gateway ACLs, message server

ACLs, ICF services, Cloud Connector resources.

4. Put an edge in front: users and partners from outside reach SAP only

through a reverse proxy or router in a controlled zone.

5. Keep software current: kernel, CommonCryptoLib, Web Dispatcher and
SAProuter versions all carry security fixes.

6. Meonitor: logs from ICM, gateway, Web Dispatcher and the security audit log
show attacks and misconfigurations.

These principles match the Zero Trust ideas covered in another book of this se-

ries: never assume a connection is safe because it comes from "inside".

Summary

e Many SAP attacks target network services, not roles.

¢ Network security protects confidentiality, integrity, availability and
accountability.

¢ Several teams share responsibility; make it explicit.

¢ Know interfaces, encrypt, allow only what is needed, use an edge, patch,

monitor.
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CHAPTER 2

Components, ports and zones

An SAP S/4HANA system is not one program but a set of services,
each listening on its own port. Knowing them is the first step to pro-
tecting them.

The main components
An S/4AHANA system on the ABAP platform consists of:

¢ application server instances, each with a dispatcher and work processes;

the ABAP central services (ASCS) instance with the message server (which

knows all application servers) and the enqueue server (locks);

¢ the RFC gateway, which handles remote function calls and external
programs;

¢ the Internet Communication Manager (ICM), which handles HTTP(S)
traffic;

¢ the SAP start service (sapstartsrv) on each instance, used to start, stop and
monitor;

¢ the SAP HANA database with its own ports;

« optional Web Dispatcher instances as reverse proxies, and SAProuter for
remote connections.
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