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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Almost every SAP customer has custom ABAP code: reports, function modules,
interfaces, enhancements and Fiori back ends. This code runs with the full power
of the SAP system. If a developer forgets an authorization check, builds SQL

from user input or leaves a hard-coded password, attackers and curious users can

bypass every role the security team designed.

This book explains, for beginners, how to secure ABAP custom code: the most
common weaknesses, how to write correct authorization checks, how to avoid
injection, how to secure RFC function modules, and how to use the SAP Code
Vulnerability Analyzer (CVA) in the ABAP Test Cockpit (ATC), on premise
and in the cloud. It also covers governance: exemptions, transport gates, devel-

oper access and clean core.

Which versions this book covers
¢ SAP S/4HANA (on-premise and Private Edition) and SAP ECC, with classic
ABAP.

¢ ABAP Cloud in the SAP BTP ABAP environment and S/4HANA Cloud
Public Edition.

¢ CVA through local ATC, remote ATC and ATC in the cloud, which SAP de-
scribes as the recommended tool for static code quality assurance of private

cloud and on-premise landscapes.

Who this book is for

¢ ABAP developers who want to write secure code.
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¢ Development leads and architects.
e SAP security teams who review custom code.

¢ Auditors assessing custom code risk.

How the book is organized

¢ Part I — Foundations (Chapters 1-3): why custom code matters, common

weaknesses, and secure development principles.

¢ Part IT — Secure coding (Chapters 4-10): authorization checks, CALL
TRANSACTION, SQL injection, code injection, file access, RFC, and web

and Fiori back ends.

e Part III — Code Vulnerability Analyzer (Chapters 11-16): CVA, ATC
landscapes, licensing and the cloud, handling findings, exemptions, and trans-
port gates.

¢ Part IV— Governance (Chapters 17-21): clean core, developer access,
third-party code, Al-generated code, and a worked example.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN SAP

Product-specific details and names.

WATCH OUT

Common misunderstandings.

KEY IDEA

The one thing to remember from a section.
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A note on code and screens

Code examples are short original illustrations for learning, not production
code. Screens are simplified illustrations, not copies of SAP screens. Check

syntax against your release.
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PART |

Foundations

These chapters explain why custom code is a security
risk, list common weaknesses, and introduce secure de-
velopment principles.
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CHAPTER 1

Why custom code matters

Custom code runs with the system's power. Its security is the
developer's responsibility.

Roles are not enough

SAP roles control which transactions and authorization objects a user has. But a
custom program decides for itself whether to check authorizations. If it does not

check, the user's roles are irrelevant once they can start it.

Where custom code lives

¢ Reports and transactions.
¢ Function modules, especially remote-enabled ones.

¢ Enhancements and user exits.

OData services behind Fiori apps.

Interfaces and batch jobs.

How it goes wrong

e Developers focus on function, not abuse.
¢ Code is copied from old programs with old weaknesses.

e Tests check that authorized users can do things, not that unauthorized users

cannot.

¢ Code reviews skip security.
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KEY IDEA
Every custom program is a small security system of its own. If it skips a check,

no role can fix it.
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CHAPTER 2

Common weaknesses

A handful of weaknesses cause most ABAP security problems.

Weakness Example impact

Missing authority check anyone can run a sensitive report

SQL injection read or change any table

Code injection attacker-defined ABAP runs

Directory traversal read server files

Hard-coded credentials backdoor user or password

Unsafe RFC remote access without checks

| A WA W W

Figure 2.1 Common ABAP security weaknesses and their impact.

The main categories

SAP's community overview of CVA groups its checks, inspired by the OWASP
Top 10, into categories such as:

¢ Missing or incorrect authorization checks, including in RFC function mod-
ules and before CALL TRANSACTION.

¢ SQL injection in dynamic Open SQL, native SQL and ADBC.

¢ Code injection through dynamic code generation.

¢ Directory traversal in file access.

¢ Hard-coded user names, passwords, system IDs and clients, which can act as
backdoors.

¢ Web weaknesses in BSPs, such as missing XSRF protection and unvalidated
redirects.
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