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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Configuration checks and audits tell you whether SAP settings match a policy. A
penetration test answers a harder question: could someone actually break in,
and how far could they get? For SAP, that question matters because the system

holds money, personal data and production plans.

SAP penetration testing is a specialist field. Security firms point out that SAP
uses its own protocols, such as RFC, DIAG and the message server protocol,
which generic web and network tests do not cover well. And in SAP's cloud of-
ferings, customers cannot test freely: SAP requires a formal approval process.

This book is written for the people who plan, buy, support and act on SAP
penetration tests: security managers, SAP security and Basis teams, and auditors.
It explains goals, scope, rules of engagement, cloud approvals, choosing a
provider, what areas are tested, how to read results, and how to fix and retest. It
describes testing areas at a level suitable for defenders; it is not an attack

manual.

Which versions this book covers
e SAP S/4HANA and SAP NetWeaver ABAP and Java, on-premise and in
RISE with SAP.

¢ SAP cloud services that follow SAP's customer penetration test request
process (SAP KBA 3080379).

¢ Vulnerability examples from public reporting through 2026.
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Who this book is for

¢ CISOs and security managers who commission tests.
¢ SAP security and Basis teams who support testers and fix findings.
¢ Auditors and risk teams who rely on test results.

¢ Junior testers who want to understand SAP-specific scope.

How the book is organized
¢ Part I — Foundations (Chapters 1-4): why test, kinds of testing, what
makes SAP different, and legal and ethical basics.

¢ Part IT — Planning (Chapters 5-11): goals and scope, perspectives, rules of
engagement, environments, SAP cloud approvals, choosing a provider and
preparing your team.

e Part III — What gets tested (Chapters 12—18): attack surface, network ser-
vices, web and Fiori, authentication, authorizations, custom code and patch

level.

¢ Part IV — After the test (Chapters 19-25): reports, severity, remediation,

retesting, detection, continuous testing and a worked example.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN SAP

Product-specific details and names.

WATCH OUT

Common misunderstandings.
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KEY IDEA

The one thing to remember from a section.

A note on screens and examples

Screens are simplified illustrations, not copies of real tools or reports.
Company names, systems and findings in the examples are invented.
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PART |

Foundations

These chapters explain why SAP needs penetration test-
ing, the different kinds of security testing, what makes
SAP different and the legal and ethical basics.
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CHAPTER 1

Why test SAP

Testing shows what an attacker could really do.

Reasons to test

¢ Real-world proof: checks show settings; tests show impact.

¢ Attackers target SAP: public reporting in 2025 and 2026 described active
exploitation of SAP NetWeaver vulnerabilities.

¢ Regulation: frameworks such as DORA expect resilience testing, including

threat-led penetration testing for significant financial entities.

¢ Audit and customers: many audits and customer questionnaires ask for reg-
ular penetration tests.

¢ Change: new Fiori apps, interfaces and cloud services add new exposure.

What testing does not do

¢ It does not prove a system is secure; it shows what was found in a limited
time.

e It does not replace patching, hardening or monitoring.

¢ It does not fix anything by itself; remediation is the real work.

KEY IDEA

A penetration test is valuable only if its findings are fixed and the fixes are
verified.
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CHAPTER 2

Kinds of security testing

Several kinds of testing answer different questions.

Assessment type What it answers

Configuration review are settings as they should be?

Vulnerability scan which known weaknesses exist?

Penetration test can weaknesses be exploited, and how far?

Authorization review can users do more than intended?

Red team can a goal be reached undetected?

YooY YY)
—

Figure 2.1 Different kinds of SAP security testing and the questions they answer.

Configuration review

Compares settings to a baseline, often with tools. Fast and repeatable.

Vulnerability scanning

Finds known weaknesses, such as missing Security Notes. Broad but shallow.

Penetration testing

A tester tries to exploit weaknesses in a controlled way to show real impact,

such as reaching sensitive data or administrator access.
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Authorization testing

Checks whether users can perform actions their roles should not allow. Security
firms describe chaining authorizations that each look harmless into a real exploit

path.

Red teaming

A goal-driven exercise, often over weeks, that also tests whether the SOC de-

tects the activity.

TIP
Combine methods: continuous configuration checks and scanning, plus periodic

penetration tests for depth.
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