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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

SAP releases dozens of Security Notes every month. No team can apply all of
them immediately. Threat intelligence answers the question that matters most:

which weaknesses are attackers actually using right now, and are we exposed?

The need has become urgent. Onapsis, summarizing the Mandiant M-Trends
2026 report, states that a critical SAP NetWeaver flaw was the most frequently
exploited vulnerability of the previous year, and that Mandiant and Google
Threat Intelligence observed at least four separate threat clusters exploiting it as
a zero-day in early 2025.

This book explains, for beginners, how to use threat intelligence for SAP: the in-
telligence lifecycle, the SAP threat landscape, sources such as SAP Patch Day

and the CISA Known Exploited Vulnerabilities catalog, prioritizing notes, expo-
sure checks, MITRE ATT&CK, indicators and behaviors, detection, hunting, in-

cident response, and building a program.

Which versions this book covers

¢ SAP systems on-premise, in RISE and in SAP cloud services.
¢ Public threat reporting from 2024 to 2026, including M-Trends 2026 and the
2026 Verizon Data Breach Investigations Report as discussed by SAP secu-

rity vendors.

Threat information ages quickly. Use this book for methods, and current sources

for facts.
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Who this book is for

¢ SOC and threat intelligence analysts new to SAP.
¢ SAP security and Basis teams who decide what to patch first.

¢ Security managers building SAP into their intelligence program.

How the book is organized

¢ Part I — Foundations (Chapters 1-4): why intelligence matters for SAP, in-
telligence basics, the SAP threat landscape and threat actors.

¢ Part IT — Sources (Chapters 5-11): Patch Day, CISA KEV, vendor research,
incident reports, sharing communities, your own telemetry and judging

sources.

¢ Part IIT — Using intelligence (Chapters 12—19): prioritizing patches, expo-
sure, cloud services, MITRE ATT&CK, indicators and behaviors, detection,
hunting and incident response.

¢ Part IV — Building a program (Chapters 20-25): program design, tools, re-
porting, metrics, pitfalls and a worked example.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN SAP

Product-specific details and names.

WATCH OUT

Common misunderstandings.
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KEY IDEA

The one thing to remember from a section.

A note on screens and examples

Screens are simplified illustrations, not copies of real tools. Company names,
systems and findings in the examples are invented.
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PART |

Foundations

These chapters explain why threat intelligence matters
for SAP, the basics of intelligence work, the current SAP
threat landscape and the actors behind it.
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CHAPTER 1

Why threat intelligence for
SAP

Intelligence tells you which risks are real today.

Too many notes, too little time

SAP Patch Day brings many notes each month. Teams must decide which to ap-
ply now and which can wait. Severity scores alone do not show which flaws at-
tackers are exploiting.

Attackers move fast

Onapsis reports that threat actors begin exploiting newly released SAP vulnera-
bilities within 72 hours of a patch release, and that Microsoft documented the
Storm-1175 group exploiting SAP NetWeaver flaws less than 24 hours after
disclosure.

SAP is no longer niche

Onapsis notes that ERP security was long treated as a niche operational issue,
but the M-Trends 2026 findings show threat actors have made SAP a primary
target.

What intelligence gives you

¢ Priorities: what to patch first.
¢ Detection ideas: what to look for.

¢ Context: who attacks SAP and why.
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¢ Arguments: evidence for management decisions.

KEY IDEA

Threat intelligence turns "everything is critical" into "these three things need ac-
tion today".
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CHAPTER 2

Threat intelligence basics

Intelligence is information that supports a decision.

Data, information, intelligence

e Data: raw facts, such as an IP address.
¢ Information: data with context, such as "this IP scanned SAP portals".

¢ Intelligence: analyzed information that supports a decision, such as "this
campaign targets our unpatched portal; patch it today".

The lifecycle
Plan
questions
( ) ( )
Feedback Collect
Improve sources
- J - J
T Intelligence l
( ) ( )
Share Process
right people normalize

- J - J
Analyze
meaning

Figure 2.1 The threat intelligence lifecycle.

1. Plan: decide which questions matter, such as "which SAP flaws are
exploited?".

2. Collect from sources.

3. Process into a usable format.
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