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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Cybersecurity means protecting your accounts, devices, data and money from
criminals and mistakes online. It remains one of the most searched technology
topics, and for good reason: the FBI's Internet Crime Complaint Center received
more than one million complaints in 2025 for the first time, with reported losses
of $20.9 billion, up 26% on the year before.

The good news is that a handful of habits stop most attacks: strong, unique pass‐
words stored in a password manager; multi-factor sign-in; recognizing scams;
keeping software updated; and having backups. This book explains these and
more in plain language, for individuals, families and small organizations.

What this book covers

How online threats work, including AI-powered scams and deepfakes.

Protecting accounts, devices, home networks and data.

Safe habits for email, browsing, phones and social media.

What to do if something goes wrong.

Basics for small businesses, and an introduction to cybersecurity careers.

Who this book is for

Everyone who uses the internet.

Parents and carers protecting a family.

Small business owners and staff without a security team.

Beginners curious about a career in cybersecurity.
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How the book is organized

Part I — Foundations (Chapters 1–5): what cybersecurity is, the threat pic‐
ture, how attackers think, the four basic steps, and phishing.

Part II — Protecting yourself (Chapters 6–13): passwords, multi-factor
sign-in and passkeys, updates, backups, devices, home networks, safe brows‐
ing and shopping, and phones.

Part III — Modern threats (Chapters 14–18): scams and fraud, ran‐
somware, AI-powered scams and deepfakes, privacy and social media, and
protecting children and older relatives.

Part IV — Beyond the basics (Chapters 19–23): if you've been hacked,
small business security, security at work, careers, and building habits.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How a protection looks in real apps and settings.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.

A note on screens and examples

Screens are simplified illustrations, not copies of real apps. Names in examples
are invented. Settings differ between devices and change over time.
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PA R T  I

Foundations
These chapters explain what cybersecurity is, the scale

of today's threats, how attackers think, the four basic pro‐

tective steps, and how to spot phishing.
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CHAPTER  1

What cybersecurity is
Cybersecurity protects the information and systems we depend on.

Three goals

Confidentiality
only the right people see it

Integrity
it isn't changed wrongly

Availability
it works when needed

Security goals
CIA triad

Figure 1.1  Confidentiality, integrity and availability

Confidentiality: private things stay private.

Integrity: information is not changed by the wrong people.

Availability: your systems and data work when you need them.

It is about people as much as technology

Most attacks start by tricking a person: clicking a link, sharing a code, sending
money. Technology helps, but habits matter most.
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Security is layers

No single protection is perfect. A strong password, multi-factor sign-in, updates
and backups together make attacks much harder.

KEY  IDEA

You do not need to be an expert. A few good habits put you ahead of most targets.
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CHAPTER  2

The threat picture
Understanding the threat picture helps you focus on what matters.

Finding Figure

US cybercrime losses reported to FBI, 2025 $20.9 billion

Complaints to FBI IC3, 2025 over 1 million

Breaches involving the human element (Verizon 2026) 62%

Breaches with a third party involved (Verizon 2026) 48%

Breaches with ransomware present (Verizon 2026) 48%

Figure 2.1  Key numbers from 2025 and 2026 reports

What the reports say

The FBI's 2025 Internet Crime Report recorded $20.877 billion in reported
losses, a record. Cryptocurrency scams alone accounted for $11.36 billion.
For the first time the report tracked AI: more than 22,000 complaints refer‐
enced AI, with about $893 million in losses.

The Verizon 2026 Data Breach Investigations Report found that exploiting
software vulnerabilities overtook stolen credentials as the top way attackers
first got into organizations. People were involved in 62% of breaches, a third
party in 48%, and ransomware appeared in 48%.
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The most common threats

Threat What it is

Phishing fake messages that steal logins or money

Malware harmful software

Ransomware locks files, demands payment

Scams and fraud tricks to send money

Account takeover criminals use your accounts

Deepfakes fake voices and videos made with AI

Figure 2.2  Threats you will meet

Who is targeted

Everyone. Criminals use automation to attack millions of people and small busi‐
nesses at once. You do not need to be important to be a target; you need only be
reachable.

T IP

Most losses come from scams and stolen accounts, not from movie-style hacking.
Focus your effort there.
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