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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

As Al writes essays, emails, news-style articles, photos, voices and videos, peo-
ple increasingly ask: was this made by AI? Searches for Al detection reached
an all-time high in early 2026, driven by teachers, students, employers, journal-
ists and anyone worried about scams and fake news.

The honest answer is that no tool can reliably tell you whether text was writ-
ten by Al and the tools that try make serious mistakes, including falsely accus-
ing people. For images, audio and video, detection is also hard, but provenance
methods, such as invisible watermarks and signed Content Credentials, are im-
proving, and new laws such as the EU AI Act's transparency rules now require
Al providers to mark synthetic content.

This book explains, in plain language, how Al detection works, what it can and
cannot do, how to judge content sensibly, and how schools, workplaces and fam-

ilies can respond fairly.

What this book covers

How Al text detectors work, and their limits.

¢ Signs to look for in text, images, audio and video.

o Watermarks, Content Credentials and verification habits.
¢ Fair policies for education and work.

e Laws on labelling Al content, including EU AI Act Article 50.
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Who this book is for

e Teachers, lecturers and students.
¢ Managers, editors and HR teams.
¢ Journalists and fact-checkers.

+ Everyone who wants to avoid being fooled by fake media.

How the book is organized

¢ Part I — Foundations (Chapters 1-6): why detection matters, the three ap-
proaches, how text detectors work, accuracy and errors, bias, and how Al cre-
ates content.

¢ Part IT — Judging content (Chapters 7—13): reading text critically, images,
audio and voice clones, video and deepfakes, provenance, verification, and
misinformation.

¢ Part III — Policy and fairness (Chapters 14—19): schools and universities,
students, workplaces, laws and labels, disclosing your own Al use, and talk-
ing with young people.

¢ Part IV — Putting it to work (Chapters 20-23): scenarios, tools, the future,
and building habits.

¢ Reference: checklists, glossary and further reading.

Callouts

TIP

Practical advice you can use straight away.

IN PRACTICE

How a method shows up in real tools.

WATCH OUT

Common mistakes and risks.
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KEY IDEA

The one thing to remember from a section.

A note on screens and examples

Screens are simplified illustrations, not copies of real detection tools. Names in
examples are invented.
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PART |

Foundations

These chapters explain why Al detection matters, the
three main approaches, how text detectors work, how ac-
curate they are, and who they treat unfairly.
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CHAPTER 1

Why Al detection matters

Al-made content is everywhere, and the stakes of getting detection
wrong are high.

Where the question comes up

¢ Education: was this essay the student's own work?

¢ Work: was this report, application or review written by a person?
¢ News and social media: is this photo or video real?

¢ Scams: is this really my relative's voice on the phone?

¢ Publishing and hiring: are reviews, articles or CVs genuine?

The stakes cut both ways

Missing Al content can let misinformation spread or scams succeed. But
wrongly calling human work "AI" can damage a student's record, a job applica-
tion or a writer's reputation.

The FBI's view of Al scams

The FBI's 2025 Internet Crime Report was the first to track Al use: more than
22,000 complaints referenced Al, with about $893 million in reported losses, in-

cluding voice cloning and synthetic video.

KEY IDEA
"Is it AI?" is often the wrong question. "Is it true, is it fair, and who is responsi-

ble?" usually matters more.
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CHAPTER 2

Three approaches

There are three broad ways to judge whether content is Al-made.

Look closely
human judgement

Is it AI?
three approaches

Detectors Provenance
statistical guess watermarks, credentials

Figure 2.1 Human judgement, detectors and provenance

Human judgement

Looking closely for clues, checking facts and sources, and comparing with what
you know about the author. Useful but slow and fallible; AT content is getting

better quickly.

Detectors

Software that analyzes content and estimates the probability it is Al-made.

Available for text, images, audio and video. Results are guesses, not proof.
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Provenance

Information attached to or hidden in content by the tool that made it: water-
marks such as Google's SynthID, and Content Credentials based on the C2PA
standard. When present and intact, provenance is much stronger evidence than a

detector's guess.

Signal Strength

Signed Content Credentials showing Al tool strong

Watermark detected by vendor tool strong for that vendor

Platform 'Al-generated' label medium

Detector score weak

Y Y Y E

weak

— S

( Looks or sounds 'off'

Figure 2.2 How strong is each signal?

TIP

Combine signals. No single clue should decide an important question.
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