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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Ransomware is malicious software that locks an organization's files and sys-
tems until a ransom is paid, and today it almost always comes with data theft and
threats to publish what was stolen. It is one of the most damaging cyber threats
in the world: it has closed hospitals, halted factories and shut down schools and
city councils.

This book explains ransomware for beginners: how the criminal business works,
how attacks unfold, and above all how to prevent attacks, detect them early and
recover if one succeeds. It is written for defenders and contains no instructions

for building or using ransomware.

What this book covers

¢ What ransomware is, its history and the criminal economy behind it.
¢ How attackers get in and what they do before encrypting.

¢ Prevention: patching, identity, email security and segmentation.

¢ Backups that survive an attack, detection and early warning signs.

» Responding, the ransom decision, recovery and lessons learned.

Who this book is for

e IT staff and beginners in security.
¢ Business owners and managers who must plan for an attack.

¢ Anyone who wants to understand one of the biggest threats in the news.
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How the book is organized

¢ Part I — Understanding ransomware (Chapters 1-5): what it is, a short

history, the numbers, the business model and extortion tactics.

¢ Part IT — How attacks happen (Chapters 6-9): ways in, inside an attack,
who gets targeted, and lessons from well-known attacks.

¢ Part III — Prevention and preparation (Chapters 10-18): layered defence,
patching, identity, email, segmentation, backups, detection, virtualization and

cloud, and planning.

¢ Part IV— Response and recovery (Chapters 19-25): the first hours, the
ransom decision, recovery, communication and legal duties, lessons learned,

cyber insurance, and a readiness plan.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks in a real situation.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on facts and screens

Statistics are named with their source; ransomware figures vary widely by how
they are measured, so compare like with like. Screens are simplified

illustrations.
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PART |

Understanding
ransomware

These chapters explain what ransomware is, where it
came from, how big the problem is and how the criminal
business behind it works.
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CHAPTER 1

What ransomware is

Ransomware locks your systems and steals your data to force a
payment.

The basic idea

Ransomware encrypts files, scrambling them with a key only the attacker holds,
and then demands payment, usually in cryptocurrency, for the key to unlock

them.

Break in Spread Steal Encrypt Extort
stolen login, flaw take over network copy data out lock files pay or we leak

Figure 1.1 Ransomware in five steps

Modern ransomware is human-operated

Most serious attacks today are not automatic infections. People, often helped by
automated tools and Al, break in, explore the network for days, steal data, dis-

able defences and then encrypt as many systems as they can at once.

Who is affected

Any organization can be hit: hospitals, schools, manufacturers, councils, law
firms and small businesses. Attackers choose targets that rely heavily on their

systems and are likely to pay.
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Ransom note (simplified, fictional lllustration, not an actual product
example) screen
NOTICE
Your files are encrypted 72:00:00
Claim Reality
Pay to get the decryptor decryptors often slow or faulty
We will delete your data no way to verify
Do not contact police pressure tactic; report anyway
Price doubles in 72 hours urgency to stop you thinking

Figure 1.2 What a ransom note claims, and the reality

KEY IDEA

Ransomware is the final step of a break-in. Stop the break-in and you stop the
ransomware.



SECTRAININGNOW SERIES - NO. 94 FREE SAMPLE - OjayO.COm

CHAPTER 2

A short history

Ransomware has evolved from a curiosity to a global criminal industry.

1989 2013 2017 2019 2020s
AIDS Trojan CryptoLocker WannaCry Double extortion RaaS era
floppy disk Bitcoin ransoms worldwide outbreak steal and leak affiliates, leak sites

Figure 2.1 A short history of ransomware

Early days

The 1989 "AIDS Trojan" was distributed on floppy disks and demanded pay-

ment by post. For two decades ransomware remained a minor problem.

The cryptocurrency era

From 2013, families such as CryptoLocker used strong encryption and Bitcoin
payments, making ransomware profitable. In 2017 WannaCry spread world-
wide in days, hitting organizations including parts of the UK's National Health

Service.

Double extortion and big-game hunting

From 2019 criminals began stealing data before encrypting and threatening to
publish it on leak sites. They also shifted to "big-game hunting": targeting large

organizations for large ransoms.
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