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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Operational technology (OT) is the hardware and software that monitors and

controls physical processes: power grids, water treatment, oil and gas pipelines,
factories, building systems, hospitals' equipment and transport. When OT is at-
tacked, the result is not just lost data; it can be stopped production, damaged

equipment, environmental harm or danger to people.

OT security has become one of the most important areas in cybersecurity.
Ransomware increasingly disrupts industrial operations, and state-sponsored
groups have been found positioning themselves inside critical infrastructure.
This book explains OT and industrial security for beginners, including IT profes-

sionals moving into industrial environments and engineers new to cybersecurity.

What this book covers

¢ What OT is, how it differs from IT, and its key components.

¢ Landmark incidents, today's threats and how attackers reach industrial

systems.

¢ Defences: the five critical controls, segmentation, remote access, asset inven-

tory, monitoring and vulnerability management.

¢ Standards such as IEC 62443 and NIST SP 800-82, incident response and
building a programme.

Who this book is for

¢ IT and security staff supporting industrial sites.
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¢ Engineers and operators who want to understand cyber risk.

¢ Managers in manufacturing, utilities and infrastructure.

How the book is organized

¢ Part I — Understanding OT (Chapters 1-5): what OT is, IT versus OT,
components, control loops, and architecture.

¢ Part IT — Threats (Chapters 6-11): landmark incidents, the numbers, who
attacks OT, how they get in, why OT is hard to secure, and buildings and
smaller sites.

e Part III — Defences (Chapters 12—-20): the five critical controls, segmenta-
tion, secure remote access, asset inventory, monitoring, vulnerabilities, end-
points and backups, safety systems, and supply chain.

¢ Part IV — Programme (Chapters 21-26): standards and regulation, incident
response, exercises and resilience, people and culture, emerging trends, and a

roadmap.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks at a real site.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on safety and screens

Never test or change live industrial systems without the plant's engineers and
proper approval: cyber actions can have physical consequences. Screens are sim-

plified illustrations.
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PART |

Understanding OT

These chapters explain what operational technology is,
how it differs from IT, its main components and how in-
dustrial networks are organized.
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CHAPTER 1

What OT is

OT is technology that interacts with the physical world.

Definition

Operational technology covers the systems that detect or cause changes in
physical processes by monitoring and controlling equipment. You will also hear

industrial control systems (ICS), SCADA and cyber-physical systems.

Where OT is found

¢ Energy: power generation, transmission and distribution.

e Water: treatment plants and pumping stations.

¢ Manufacturing: assembly lines, robots, chemical processes.
¢ Oil and gas: pipelines and refineries.

e Transport: rail signalling, ports, airports.

¢ Buildings: heating, ventilation, lifts and access control.

¢ Healthcare: building systems and some medical equipment.

Why it matters

Society depends on OT. Disruption can affect thousands or millions of people,
which is why many OT operators are designated as critical infrastructure with
specific legal duties.

KEY IDEA

In OT, a cyber incident can have physical consequences.
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CHAPTER 2

IT versus OT

IT and OT have different priorities, lifetimes and constraints.

IT priorities OT priorities

Confidentiality first Safety and availability first

Patch quickly Patch carefully, rarely

Replace every 3-5 years Run for 20-30 years

Reboot is fine
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—

Downtime stops production

Figure 2.1 IT and OT see the world differently

Priorities

IT security often puts confidentiality first. OT puts safety and availability first:
the plant must keep running safely.

Lifetimes

Industrial equipment may run for 20 to 30 years. Some systems still use old op-

erating systems that no longer receive security updates.

Change is risky

Patching or rebooting a controller can stop production or, in the worst case, af-
fect safety. Changes need testing, planning and often a scheduled shutdown.
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Convergence

IT and OT are increasingly connected for remote monitoring, analytics and effi-

ciency. That brings benefits, and also IT's threats into OT.

WATCH OUT

Applying IT security tools to OT without care, such as aggressive network scan-

ning, can crash fragile devices.
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