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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Cyberspace has become a major arena of competition between states.
Governments use cyber operations to spy, to prepare for possible conflict, to dis‐
rupt opponents and, in some cases, to steal money. Organizations with no politi‐
cal role can be caught in the crossfire, through shared software, suppliers, infra‐
structure or simply because of the sector or country they operate in.

Geopolitical cyber risk is the risk that international tensions, conflicts and poli‐
cies create cyber threats or disruption for an organization. This book explains,
for beginners, how states and their proxies operate, what landmark events teach
us, and how organizations can assess their exposure and build resilience. It is
written in a neutral, practical way and does not take sides in any conflict.

What this book covers

Why states operate in cyberspace, and the actors involved.

Landmark events, collateral damage and hybrid threats.

How to assess your organization's exposure.

Threat intelligence, triggers and scenario planning.

Resilience, supply chain diversity, travel security and continuity.

International norms, sanctions and regulation.

Who this book is for

Security and risk professionals advising leadership.

Executives and board members responsible for risk.
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IT staff in organizations operating internationally.

How the book is organized

Part I — The landscape (Chapters 1–6): why states use cyber, the numbers,
the actors, landmark events, collateral damage, and why smaller organizations
should care.

Part II — Forms of risk (Chapters 7–12): espionage, pre-positioning, dis‐
ruption, hybrid threats, state-linked crime, and influence operations.

Part III — Assessing your exposure (Chapters 13–18): exposure factors,
threat intelligence, geopolitical triggers, scenario planning, the supply chain,
and concentration risk.

Part IV — Building resilience (Chapters 19–26): technical resilience, conti‐
nuity, people and travel, communications, norms and law, regulation, a pro‐
gramme, and briefing the board.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in a real organization.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.
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A note on attribution and screens

Attributions in this book follow public statements by governments and estab‐
lished security firms; attribution is difficult and sometimes disputed. Screens are
simplified illustrations.
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PA R T  I

The landscape
These chapters explain why states operate in cy‐

berspace, who the actors are, what major events have

taught us, and how ordinary organizations get caught up.
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CHAPTER  1

Why states operate in
cyberspace
States use cyber operations to pursue national goals.

Espionage
steal secrets, IP

Pre-positioning
access for later disruption

Disruption
outages, wipers

Influence
disinformation, leaks

Revenue
theft to fund regimes

State cyber goals

Figure 1.1  Why states operate in cyberspace

Cheap, deniable and remote

Cyber operations are relatively cheap, can be carried out from far away and are
hard to attribute with certainty. That makes them attractive tools of statecraft be‐
low the threshold of open war.

Main goals

Espionage: political, military and commercial secrets.

Pre-positioning: hidden access to infrastructure that could be used for disrup‐
tion later.
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Disruption and destruction: outages and data wiping, especially during
conflicts.

Influence: hacking and leaking, and spreading disinformation.

Revenue: some states steal money, especially cryptocurrency, to fund pro‐
grammes and evade sanctions.

KEY  IDEA

For states, cyber is one tool among many: diplomatic, economic, military and
informational.
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CHAPTER  2

Geopolitics and cyber by the
numbers
Organizations increasingly plan for geopolitically motivated attacks.

Finding Source

64% of organizations account for geopolitically motivated attacks WEF Global Cybersecurity Outlook 2026

91% of the largest organizations changed strategy due to geopolitics WEF Global Cybersecurity Outlook 2026

31% have low confidence in national incident response, up from 26% WEF Global Cybersecurity Outlook 2026

23% of public-sector bodies report insufficient resilience WEF Global Cybersecurity Outlook 2026

Figure 2.1  Geopolitics and cyber by the numbers

The WEF view

The World Economic Forum's Global Cybersecurity Outlook 2026, based on a
survey of leaders worldwide, found geopolitics remained the most influential
factor in cyber risk strategies. Nearly two-thirds of organizations said they ac‐
count for geopolitically motivated attacks, and 91% of the largest organizations
had changed their cybersecurity strategies because of geopolitical volatility.

Confidence is falling

Almost a third of respondents reported low confidence in their country's ability
to respond to major cyber incidents, up from the previous year, and nearly a
quarter of public-sector organizations said their resilience was insufficient.
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