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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Google Cloud hosts applications, data platforms and AI workloads for organiza‐
tions around the world. Like every cloud, it uses a shared responsibility model:
Google secures the infrastructure, and customers secure their identities, configu‐
rations and data. Google's own threat research shows attackers targeting exactly
those customer-controlled areas: unpatched software, weak credentials and
misconfigurations.

This book explains Google Cloud security for beginners. It starts with how
Google Cloud is organized and who can access what, then covers guardrails, vis‐
ibility, networks, data, workloads, AI and operations.

What this book covers

The resource hierarchy, IAM, groups, service accounts and federation.

Organization policies and secure-by-default settings.

Cloud Audit Logs and Security Command Center.

VPC design, firewall rules, Cloud Armor, VPC Service Controls and Identity-
Aware Proxy.

Cloud Storage, encryption, secrets, Compute Engine, GKE, Cloud Run and
AI workloads.

Google Security Operations, Wiz, incident response and a 90-day plan.

Who this book is for

Administrators and engineers new to Google Cloud.
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Developers and data teams deploying to Google Cloud.

Security beginners working in Google environments.

How the book is organized

Part I — Foundations (Chapters 1–8): shared responsibility, threats, the re‐
source hierarchy, inheritance, IAM, roles, service accounts, and Cloud
Identity and Workspace.

Part II — Guardrails and visibility (Chapters 9–15): federation, organiza‐
tion policies, audit logs, Security Command Center, recommendations,
Google's security portfolio, and access transparency.

Part III — Protecting resources (Chapters 16–25): networks, Cloud Armor,
VPC Service Controls, Identity-Aware Proxy, storage, encryption and secrets,
Compute Engine, GKE and Cloud Run, AI workloads, and cost signals.

Part IV — Operations (Chapters 26–33): infrastructure as code, Google
Security Operations, incident response, backups, compliance, common mis‐
takes, a worked example, and a 90-day plan.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in a real Google Cloud environment.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.
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A note on screens

Consoles and product names change; check Google Cloud documentation for
current details. Screens are simplified illustrations, not actual Google Cloud
screens.
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PA R T  I

Foundations
These chapters explain shared responsibility, the threats

Google observes, and how resources and permissions

are organized.
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CHAPTER  1

Shared responsibility
Google secures the platform; you secure how you use it.

Google's side

Google secures its data centres, custom hardware, global network and the plat‐
form beneath managed services, and encrypts data at rest by default.

Your side

You control identities and IAM, configuration of services, network exposure,
data classification and the code you deploy.

Shared fate

Google describes its approach as shared fate: providing secure defaults, blue‐
prints and guidance to help customers configure securely, not just a dividing line.
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CHAPTER  2

What attackers do
Google publishes what it sees attackers doing.

Initial access in Google Cloud, H2 2025 Share

Exploited third-party software 44.5%

Weak or missing credentials 27.2%

Misconfiguration 21%

Figure 2.1  What Google observed

Threat Horizons

Google Cloud's Threat Horizons reports describe real incidents. Its report pub‐
lished in early 2026 found that, in the second half of 2025, exploited third-party
software had overtaken weak or missing credentials as the main way into Google
Cloud environments, and that identity compromise underpinned most incidents
across cloud and SaaS.

Lessons

Patch internet-facing software quickly, use strong authentication, avoid long-
lived keys and fix misconfigurations.
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CHAPTER  3

The resource hierarchy
Resources sit in a hierarchy.

Organization root, tied to your domain

Folders departments, environments

Projects resource and billing boundary

Resources VMs, buckets, databases

Figure 3.1  The Google Cloud resource hierarchy

Organization

The organization node is linked to your company domain through Cloud
Identity or Google Workspace. Create one; projects outside an organization are
hard to govern.

Folders and projects

Folders group projects by department or environment. Projects are the main
boundary for resources, APIs, IAM and billing. Separate production and devel‐
opment projects.
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