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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Containers package applications with everything they need to run, and
Kubernetes runs those containers at scale across clusters of machines. Together
they have become the standard way to run modern applications: the CNCF's sur‐
vey published in January 2026 found that 82% of container users run Kubernetes
in production.

That success makes Kubernetes a target. Exposed clusters, vulnerable images,
over-privileged workloads and stolen credentials have all led to breaches and
crypto-mining infections. This book explains container and Kubernetes security
for beginners, following an application from build to runtime.

What this book covers

Container and Kubernetes basics, and the threats they face.

Building, scanning and signing secure images.

Securing the cluster: API access, RBAC, Pod Security Standards and admis‐
sion control.

Workload hardening, network policies and secrets.

Runtime detection, logging, incident response and managed Kubernetes.

Who this book is for

Developers and DevOps engineers who build and deploy containers.

Platform engineers running Kubernetes.

Security beginners moving into cloud native security.
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How the book is organized

Part I — Foundations (Chapters 1–8): containers, Kubernetes architecture,
the 4Cs, threats, real incidents, the container lifecycle, frameworks, and the
tool landscape.

Part II — Images and supply chain (Chapters 9–14): secure images,
Dockerfile practices, scanning, signing and provenance, registries, and
SBOMs.

Part III — The cluster (Chapters 15–24): API server access, authentication,
RBAC, Pod Security Standards, admission control, workload hardening, net‐
work policies, secrets, nodes, and service mesh.

Part IV — Operations (Chapters 25–34): runtime detection, logging and au‐
dit, incident response, managed Kubernetes, AI workloads, multi-tenancy,
GitOps, common mistakes, a worked example, and a hardening plan.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in a real cluster.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.
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A note on examples and screens

YAML examples are illustrative and were checked for valid syntax; adapt them
to your environment. Screens are simplified illustrations.
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PA R T  I

Foundations
These chapters explain containers and Kubernetes, the

layers of security, the threats and the frameworks that

guide defence.
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CHAPTER  1

Containers in brief
Containers package applications consistently.

What a container is

A container is a lightweight, isolated process running from an image: a package
containing an application and its dependencies. Containers share the host's oper‐
ating system kernel, unlike virtual machines.

Why isolation matters

Containers are isolated using Linux features such as namespaces and control
groups, but the isolation is weaker than between virtual machines. A container
running with too many privileges can affect the host and other containers.

Images are layers

Images are built in layers, often starting from a public base image. Every pack‐
age in those layers can carry vulnerabilities.

KEY  IDEA

A container is only as secure as its image and the privileges it runs with.
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CHAPTER  2

Kubernetes architecture
Kubernetes orchestrates containers at scale.

API server
front door

etcd
cluster state, secrets

Scheduler and controllers
decide and reconcile

Nodes
kubelet, runtime

Pods
your containers

Kubernetes cluster

Figure 2.1  Main parts of a Kubernetes cluster

Control plane

The API server is the front door for every action. etcd stores the cluster's state,
including secrets. Controllers and the scheduler keep the cluster in its desired
state.

Nodes

Worker nodes run the kubelet, which manages pods, and a container runtime
such as containerd.
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Pods and namespaces

A pod is one or more containers deployed together. Namespaces group re‐
sources and are a key unit for access control and policy.
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