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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Most security vulnerabilities start as ordinary coding mistakes: a missing check,
an unsafe query, a secret left in a file, an error handled the wrong way. Secure
coding is the set of habits and techniques that prevent those mistakes, so soft‐
ware resists attack from the start rather than being patched afterwards.

This book explains secure coding practices for beginners in a language-neutral
way, with short Python examples that were tested. The principles apply equally
to JavaScript, Java, C#, Go and other languages. It is written for people who
build software and want to do it safely.

What this book covers

Core principles: distrust input, least privilege, fail closed, secure defaults.

Input validation, output encoding and injection prevention.

Authentication, sessions, authorization and password storage.

Secrets, cryptography, errors, logging and file handling.

Dependencies, memory safety, AI coding assistants, reviews and tools.

Who this book is for

Developers in any language.

Students learning to code.

Team leads building secure development habits.
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How the book is organized

Part I — Foundations (Chapters 1–7): why secure coding matters, princi‐
ples, trust boundaries, threat thinking, secure by design, common weakness
lists, and security requirements.

Part II — Handling data (Chapters 8–17): input validation, output encod‐
ing, injection, cross-site scripting, files and paths, deserialization, server-side
requests, data protection, errors and logging, and limits.

Part III — Identity and secrets (Chapters 18–24): authentication, pass‐
words, sessions, authorization, secrets, cryptography, and configuration.

Part IV — Building and shipping (Chapters 25–36): dependencies, memory
safety, concurrency, framework features, AI assistants, code review, tools,
testing, vulnerability reports, team habits, a worked example, and a plan.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in real code.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.
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A note on code

Code examples are short and were run to check they work. Use maintained li‐
braries and your framework's security features in real projects.

SECTRAININGNOW SERIES · NO. 116 SECURE CODING PRACTICES

3

FREE SAMPLE · ojayo.com



PA R T  I

Foundations
These chapters explain why secure coding matters and

the principles behind it.

SECTRAININGNOW SERIES · NO. 116 SECURE CODING PRACTICES

4

FREE SAMPLE · ojayo.com



CHAPTER  1

Why secure coding matters
Security starts with the code you write.

Code is the attack surface

Attackers exploit bugs in applications every day. Verizon's 2026 Data Breach
Investigations Report found exploitation of vulnerabilities was the most common
way into organizations.

Cheaper early

Design

Cheapest

change a diagram

Coding

Cheap

fix in review

Testing

Moderate

rework and retest

Production

Expensive

incident, patch, reputation

Figure 1.1  The later a flaw is found, the more it costs

Everyone's job

Security teams cannot review every line. Developers who write secure code by
habit are the most effective defence.

KEY  IDEA

A vulnerability prevented while coding never needs an incident response.
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CHAPTER  2

Principles
A few principles guide every decision.

Distrust input
validate everything

Least privilege
minimal rights

Defence in depth
several layers

Fail closed
deny on error

Secure defaults
safe out of the box

Keep it simple
less to go wrong

Secure coding
core principles

Figure 2.1  Principles of secure coding

Distrust input

Anything from outside your code, users, files, APIs, environment variables,
other services, may be malicious.

Least privilege

Run with the minimum permissions: database accounts that can only read what
they need, processes without admin rights.

Defence in depth

Use several layers, so one mistake does not lead to a breach.
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Fail closed

When something unexpected happens, deny rather than allow.

Secure defaults and simplicity

Make the safe option the default, and keep code simple enough to reason about.
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