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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Threat modeling is a structured way of thinking about what could go wrong
with a system, before it goes wrong. Teams draw a simple picture of what they
are building, ask how it could be attacked or misused, and decide what to do
about each risk. It finds design flaws that no scanner can find, at the point where

they are cheapest to fix.

This book explains threat modeling for beginners. It uses plain language and
simple examples, introduces well-known methods such as STRIDE and attack
trees, and shows how to make threat modeling a quick, regular habit rather than

a heavyweight exercise.

What this book covers

¢ What threat modeling is, why it matters and when to do it.
¢ The four key questions and how to answer each.
¢ Data flow diagrams, trust boundaries, STRIDE and attack trees.

e Other methods: PASTA, LINDDUN, ATT&CK and approaches for Al

systems.
e Prioritizing threats, choosing responses and tracking them.

¢ Running sessions, tools, scaling across teams and a starter plan.

Who this book is for

¢ Developers and architects.

¢ Product managers and testers.
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e Security beginners and security champions.

How the book is organized

¢ Part I — Foundations (Chapters 1-9): what threat modeling is, why it mat-
ters, the four questions, when to do it, who takes part, the Threat Modeling
Manifesto, myths, outputs, and assets and assumptions.

¢ Part II — Modeling and finding threats (Chapters 10-19): scoping, data
flow diagrams, trust boundaries, a worked diagram, STRIDE, applying
STRIDE, attack trees, other methods, privacy threats, and attacker
techniques.

¢ Part III — Responding (Chapters 20-27): prioritizing, responses, common
controls, documenting, tracking, validating, retrospectives, and communicat-
ing risk.

¢ Part IV — In practice (Chapters 28—37): running a session, tools, agile
teams, cloud systems, Al systems, scaling, metrics, common mistakes, a

worked example, and a starter plan.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks in a real team.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on screens

Screens are simplified illustrations. Names in examples are fictional.
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PART |

Foundations

These chapters explain what threat modeling is, why it
matters, when to do it and who should take part.
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CHAPTER 1

What threat modeling is

Threat modeling means thinking about what could go wrong.

A simple definition

Threat modeling is the practice of analysing a system to identify potential
threats and decide how to address them. A threat is something that could go

wrong, such as an attacker reading data they should not.

You already do it

When you lock your door and leave a light on before a holiday, you are threat
modeling your home: thinking about who might break in, how, and what would

stop them.

For software

For software, threat modeling turns that instinct into a repeatable process that a

team can share and record.

KEY IDEA
Threat modeling is structured thinking, not a special tool or a security-only

activity.
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CHAPTER 2

Why it matters

It finds flaws that tools cannot.

Design flaws

Scanners find coding bugs. They cannot tell you that your password reset relies
on guessable information or that any user can approve their own refunds. These
are design flaws, and the OWASP Top 10 lists insecure design as a top risk.

Cheaper early

Changing a design on a whiteboard costs minutes; changing it after release costs

weeks.

Shared understanding

Drawing the system together often reveals that team members had different ideas

of how it works, which is itself a source of security bugs.
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CHAPTER 3

The four questions

Four questions frame every threat model.

What are we working on?
model the system

find threats

a What are we going to do about it?

What can go wrong? ]

decide responses

v

Did we do a good job? J

review and learn

Figure 3.1 The four key questions

A simple framework

Adam Shostack's four questions, widely used in the industry, give every threat
model the same structure, whatever method or tool you use. The rest of this book
is organized around them.
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