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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Every organization will face a cyber incident sooner or later: a phishing email
that works, ransomware on a server, a stolen laptop, a supplier breach or a mis‐
take that exposes data. What separates a bad day from a disaster is usually
preparation: knowing who does what, having the right contacts and tools ready,
and having practised.

Incident response planning is that preparation. This book explains, for begin‐
ners, how to build an incident response plan and the capability behind it: roles,
severity levels, playbooks, communication, legal reporting, evidence, recovery,
exercises and lessons learned. It follows current guidance, including NIST's inci‐
dent response recommendations revised in 2025 to align with the Cybersecurity
Framework 2.0.

What this book covers

What incidents are and why planning matters.

The incident response lifecycle and the NIST CSF 2.0 view.

Building the team, the plan, severity levels and playbooks.

Detection, analysis, containment, eradication and recovery.

Communication, legal and regulatory reporting, and evidence.

Exercises, lessons learned, metrics and a readiness roadmap.

Who this book is for

IT and security staff.
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Managers and executives who will make decisions in a crisis.

Legal, communications and risk professionals.

Small business owners.

How the book is organized

Part I — Foundations (Chapters 1–8): incidents, why plan, the lifecycle,
NIST CSF 2.0, incident types, severity, common myths, and leadership
support.

Part II — Preparing (Chapters 9–18): the team, the plan, contacts, play‐
books, tools and access, logging, backups, third parties, insurance and retain‐
ers, and small organizations.

Part III — Responding (Chapters 19–29): detection, the first hour, analysis,
containment, eradication, recovery, communication, legal reporting, evidence,
decision-making, and law enforcement.

Part IV — Improving (Chapters 30–36): exercises, lessons learned, metrics,
common mistakes, scenarios, a worked example, and a roadmap.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in a real organization.

WATCH  OUT

Common mistakes and risks.
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KEY  IDEA

The one thing to remember from a section.

A note on law and screens

This book is not legal advice; reporting rules vary by country and sector and
change over time. Screens are simplified illustrations.
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PA R T  I

Foundations
These chapters explain what incidents are, why planning

matters and the frameworks that guide response.
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CHAPTER  1

What an incident is
An incident is an event that harms or threatens security.

Events and incidents

An event is anything observable, such as a login or an alert. A security incident
is an event, or series of events, that actually or potentially harms the confiden‐
tiality, integrity or availability of systems or data, or breaks security policy.

Examples

A successful phishing attack, malware on a device, unauthorized access to data,
a lost unencrypted laptop or a ransomware attack are all incidents.

KEY  IDEA

Not every alert is an incident, but every incident deserves a planned response.
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CHAPTER  2

Why plan
Preparation reduces damage and cost.

Speed: decisions made in advance save critical hours.

Less damage: fast containment limits spread.

Lower cost: well-prepared organizations generally recover faster and spend
less.

Compliance: many laws and contracts require incident procedures and
reporting.

Calm: a clear plan reduces panic and mistakes.
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CHAPTER  3

The lifecycle
Response follows a recognizable cycle.

Prepare
plans, tools, people

Detect
spot the incident

Analyse
scope, severity

Contain
stop the spread

Eradicate
remove the cause

Recover
restore safely

Learn
improve

Respond

Figure 3.1  The incident response lifecycle

Not strictly linear

Teams often move back and forth, for example discovering more affected sys‐
tems during recovery and returning to containment.
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