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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

Digital forensics is the science of collecting, preserving and analysing digital
evidence so that it can answer questions reliably: What happened? When? Who
was involved? What data was affected? It supports incident response, internal in‐
vestigations, insurance claims and court cases.

This book introduces digital forensics for beginners. It explains core principles
such as preservation and chain of custody, where evidence lives on computers, in
memory, on networks, phones and in the cloud, how analysts build timelines,
and how findings are reported. It focuses on legitimate investigations by autho‐
rized people.

What this book covers

What digital forensics is and the principles that make evidence trustworthy.

The forensic process from identification to reporting.

Disk, memory, network, email, mobile and cloud evidence.

Common artifacts, timelines and tools.

Forensics in incident response, legal considerations and forensic readiness.

Who this book is for

Security analysts and incident responders starting out.

IT staff who may need to preserve evidence.

Students considering a forensics career.

Managers who commission investigations.
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How the book is organized

Part I — Foundations (Chapters 1–9): what forensics is, uses, principles, the
process, order of volatility, chain of custody, legal considerations, roles, and
first responders.

Part II — Sources of evidence (Chapters 10–20): computers and disks, file
systems, Windows artifacts, macOS and Linux, memory, network, email, mo‐
bile, cloud, logs, and SaaS platforms.

Part III — Analysis (Chapters 21–29): timelines, malware triage, attribution
limits, a business email compromise investigation, tools, anti-forensics, AI
and automation, reporting, and presenting findings.

Part IV — In practice (Chapters 30–37): forensics in incident response,
readiness, labs, careers, common mistakes, ethics, a worked example, and a
plan.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in a real investigation.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.
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A note on law and screens

Rules on evidence and privacy differ between countries; seek legal advice before
investigations involving people or legal action. Screens are simplified
illustrations.
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PA R T  I

Foundations
These chapters explain what digital forensics is and the

principles that make digital evidence reliable.
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CHAPTER  1

What digital forensics is
Forensics answers questions with evidence.

A definition

Digital forensics applies scientific methods to identify, preserve, collect, analyse
and report on digital evidence in a way that is reliable and repeatable.

Computer
disks, file systems

Memory
RAM analysis

Network
traffic, logs

Mobile
phones, tablets

Cloud
logs, snapshots

Email
headers, content

Digital forensics

Figure 1.1  Branches of digital forensics

Evidence everywhere

Almost every action leaves digital traces: log entries, file timestamps, registry
changes, network records, cloud audit trails, messages.

KEY  IDEA

The goal is not just to find answers but to be able to prove them.
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CHAPTER  2

Uses
Forensics supports many kinds of investigation.

Incident response: how attackers got in and what they did.

Data breach assessment: what data was accessed, for notification decisions.

Internal investigations: policy violations, fraud, data theft by insiders.

Litigation and e-discovery: evidence for legal disputes.

Law enforcement: criminal cases.

Insurance: supporting claims.
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CHAPTER  3

Principles
A few principles make evidence trustworthy.

Preserve the original: work on copies, not the original evidence.

Document everything: who, what, when, how.

Verify integrity: use cryptographic hashes to prove evidence has not
changed.

Be repeatable: another examiner should reach the same result.

Stay objective: follow the evidence, including what contradicts your theory.

Hashes prove integrity

import hashlib

def sha256_of(path, chunk_size=1024 * 1024):

    h = hashlib.sha256()

    with open(path, "rb") as f:

        while chunk := f.read(chunk_size):

            h.update(chunk)

    return h.hexdigest()

If the hash of a copy matches the hash of the original, they are identical.
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