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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Malware, malicious software, is behind ransomware attacks, stolen passwords,
spying and fraud. When a suspicious file turns up, defenders need to answer
questions quickly: Is it malicious? What does it do? Has it spread? How do we

detect and remove it? Malware analysis answers those questions.

This book introduces malware analysis for beginners, entirely from a defender's
perspective. It explains the kinds of malware, how to build a safe lab, how to
triage samples, the basics of static and dynamic analysis, how to turn findings
into detections and how to share results. It does not teach how to write or deploy

malware.

What this book covers

¢ Kinds of malware and how they work at a high level.

¢ Why and when defenders analyse malware.

o Safety, legal considerations and building an isolated lab.
e Triage, static analysis and dynamic analysis basics.

¢ Indicators, behaviours, detection rules and reporting.

¢ Tools, Al-assisted analysis and a learning path.

Who this book is for

¢ SOC analysts and incident responders.
¢ Students interested in malware research.

o IT staff who want to understand threats.
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How the book is organized

¢ Part I — Foundations (Chapters 1-10): what malware is, kinds and families
of malware, how it spreads, why analyse, levels of analysis, safety and ethics,
legal considerations, the lab, and sample handling.

¢ Part IT — Analysis (Chapters 11-21): triage, file types, static analysis,
strings, packing and obfuscation, sandboxes, dynamic analysis, memory, and
an introduction to reverse engineering.

¢ Part III — From findings to defence (Chapters 22—-29): indicators, behav-
iours, the Pyramid of Pain, detection rules, scoping, reporting, and sharing.

¢ Part IV — Practice (Chapters 30-38): tools, Al assistance, evasion, mali-
cious documents and scripts, careers, common mistakes, a worked example,

and a learning path.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks in real analysis work.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on safety

Real malware can damage systems and spread. Only handle samples in an iso-
lated lab, follow your organization's policies and never run suspicious files on

work or personal computers. Screens are simplified illustrations.
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PART |

Foundations

These chapters explain what malware is, why defenders
analyse it, and how to do so safely.
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CHAPTER 1

What malware is

Malware is software designed to cause harm.

A definition

Malware is any software intentionally designed to harm, steal, spy, disrupt or
gain unauthorized access. It can be an executable file, a script, a malicious docu-

ment, a browser extension or code that only ever runs in memory.

A criminal industry

Much malware is developed and sold as a service: developers rent infostealers,

loaders and ransomware to other criminals, who use them in campaigns.

KEY IDEA

Understanding malware helps you find it, stop it and recover faster.
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CHAPTER 2

Kinds of malware

Malware comes in many forms.

Type What it does
Ransomware encrypts files, demands payment
Infostealer steals passwords, cookies, wallets

Remote access trojan gives attackers control

Loader or dropper installs other malware

Worm spreads by itself

Rootkit hides deep in the system

Crypto-miner uses your computing power

Yo Yan Yan Yo Yan Yan
A A A A U AN L O,

Figure 2.1 Common kinds of malware

Combinations

Real attacks often chain several kinds: a phishing document drops a loader,

which installs an infostealer and later ransomware.
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CHAPTER 3

Malware families and naming

Analysts group malware into families.

Families

A family is a group of samples sharing the same code base, such as many ver-
sions of one infostealer. Recognizing the family tells you what to expect: its

usual capabilities, persistence and targets.

Why names differ

Security vendors often give the same family different names, because each dis-
covered and labelled it independently. Threat intelligence platforms and MITRE

ATT&CK's software list help map names to one another.

Variants

Attackers constantly release new variants, slightly changed versions that pro-
duce new hashes. This is why detection based on behaviour matters more than
detection based on a single file.

TIP
When a report names a family, check two or three sources before assuming you

know exactly what it does.
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