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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

A bug bounty programme invites independent security researchers to find and
report vulnerabilities in an organization's systems, and rewards valid reports,
usually with money. Thousands of organizations, from tech giants to govern-
ments, run such programmes, and many researchers learn their craft through
them.

This beginner's book explains how bug bounties and vulnerability disclosure
work, how to read a programme policy, the rules and ethics that keep you legal,
how to practise, how to write a report that gets accepted, and how organizations
can run their own programmes. It focuses on process and judgement rather than
attack techniques.

What this book covers

¢ Vulnerability disclosure programmes and bug bounties.
e Programme policies, scope, safe harbour and the law.

e Platforms, common findings and how hunters work.

e Writing reports, triage, rewards and disclosure.

¢ Al in bug bounty, careers and running your own programme.

Who this book is for

¢ Beginners wanting to start bug hunting legally.
¢ Developers who receive bug reports.

¢ Security teams considering a programme.
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How the book is organized

¢ Part I — Foundations (Chapters 1-10): what bug bounties are, disclosure
programmes, who is involved, why organizations run them, the law and safe
harbour, policies, scope, rules, ethics and platforms.

¢ Part IT — Hunting (Chapters 11-20): skills, practice, choosing programmes,
understanding targets, common findings, AI applications, tools, notes, avoid-
ing harm and handling personal data.

¢ Part III — Reporting (Chapters 21-29): the report, impact, severity, quality,
triage, duplicates, rewards, disclosure and disputes.

¢ Part IV — The bigger picture (Chapters 30-38): Al and hackbots, running a
programme, security.txt, careers, money and taxes, wellbeing, mistakes, a

worked example and a learning path.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks in real programmes.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on the law

A programme's policy is your permission. Testing anything outside it can be ille-

gal. Screens are simplified illustrations.
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PART |

Foundations

These chapters explain how bug bounties and disclosure
programmes work, and the rules that keep researchers
on the right side of the law.
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CHAPTER 1

What bug bounties are

Bug bounties reward researchers for finding bugs.

A definition

A bug bounty programme is a public or private offer by an organization: if you
find a security vulnerability within the published scope and follow the rules, you

can report it and receive a reward.

The scale

According to HackerOne's 2025 Hacker-Powered Security Report, programmes
on its platform paid researchers about $81 million over the year to June 2025,

with an average bounty of about $1,090.

KEY IDEA

Bug bounties turn independent security research into a legal, structured and re-

warded activity.
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CHAPTER 2

Disclosure programmes

Not every programme pays.

Vulnerability disclosure programme Bug bounty programme

A safe way to report Rewards for valid bugs

Usually no payment Defined scope and rules

Open to anyone Public or private

Thanks or recognition

Paid by severity

... ]
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Figure 2.1 Disclosure programmes and bug bounties

Why VDPs matter

A vulnerability disclosure programme (VDP) gives anyone a safe, published
way to report a security problem. In the US, federal civilian agencies have been
required to publish VDPs since a 2020 CISA directive. International standards
ISO/IEC 29147 and 30111 describe how organizations should receive and handle

reports.
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CHAPTER 3

Who is involved

Several parties take part.

Organization Researcher
sets scope, pays finds and reports
Developers Bug bounty Platform
fix the bug hosts, triages
Triage team

validates reports

Figure 3.1 Who is involved

Triage

Large programmes receive many reports. Triage teams, often provided by the
platform, check each report, reproduce it, remove duplicates and pass valid is-

sues to the organization.
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