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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Encryption scrambles data so only people with the right key can read it. It pro-
tects your online banking, messages, passwords, cloud files and almost every-

thing else on the internet, usually without you noticing.

This book explains encryption and related cryptography for beginners: symmet-
ric and asymmetric encryption, hashing, password storage, digital signatures,
certificates, TLS, key management and the coming move to post-quantum cryp-
tography. It uses plain language and small, tested Python examples, and it covers
current practice as of late 2026.

What this book covers

¢ What cryptography provides and the main building blocks.

¢ Symmetric, asymmetric and hybrid encryption.

¢ Hashing, password storage, MACs and signatures.

o Certificates, PKI, TLS and HTTPS.

¢ Encryption at rest, end-to-end encryption and key management.

¢ Common mistakes and post-quantum cryptography.

Who this book is for

e Beginners in IT and security.
¢ Developers who use cryptography libraries.

¢ Managers making decisions about data protection.
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How the book is organized

¢ Part I — Foundations (Chapters 1-10): what encryption is, goals, keys, his-
tory, symmetric and asymmetric encryption, hybrid encryption, randomness,
encoding versus encryption, and authenticated encryption.

¢ Part I — Hashes and signatures (Chapters 11-18): hashing, password stor-
age, MACs, signatures, certificates, PKI, certificate lifetimes and code
signing.

e Part III — Encryption in practice (Chapters 19-29): TLS, HTTPS, data at
rest, cloud, end-to-end messaging, email, VPNs, key management, secrets
management and choosing algorithms.

¢ Part IV — The future and practice (Chapters 30—38): quantum computing,
post-quantum cryptography, crypto agility, mistakes, law and policy, a
worked example, careers and a learning path.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks in real systems.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on screens

Screens are simplified illustrations, not real browser or product screens.
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PART |

Foundations

These chapters introduce the core ideas of encryption:
keys, symmetric and asymmetric methods, and how they
combine.
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CHAPTER 1

What encryption is

Encryption hides data from anyone without the key.

Plaintext Encrypt Ciphertext Decrypt Plaintext

readable data IGENEY unreadable WIGRGEN G readable again

Figure 1.1 Encryption in one picture

The key matters most

Modern encryption algorithms are public; their security depends on keeping the
key secret. This principle, known as Kerckhoffs's principle, means anyone can
study an algorithm for weaknesses while data stays safe.

KEY IDEA

Use well-known, public algorithms and protect the keys.
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CHAPTER 2

Goals of cryptography

Cryptography does more than hide data.

Confidentiality Integrity
only intended readers detect changes

Cryptography

Non-repudiation Authenticity
cannot deny signing who sent it

Figure 2.1 What cryptography provides

Different tools for different goals

Encryption gives confidentiality; hashes and MACs give integrity; signatures

give authenticity and non-repudiation. Real systems combine them.
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CHAPTER 3

Keys are long random numbers.
A key is a long random value. A 128-bit key has about 3.4 x 10138 possibilities,

far too many to try by brute force with classical computers. Longer keys give

more margin; 256-bit symmetric keys are common for long-term protection.
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