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BEFORE  YOU  BEG IN

How to use this book
What this book covers, who it is for, and how to use it.

ISO/IEC 27001 is the international standard for an information security man‐
agement system (ISMS): a structured way to manage the security of an
organization's information through risk assessment, controls, measurement and
continual improvement. Organizations can be independently certified against it,
and many customers require certification from their suppliers.

This beginner's book explains the 2022 edition of ISO/IEC 27001 in plain lan‐
guage: its clauses, its 93 Annex A controls, risk assessment and treatment, the
Statement of Applicability, documentation, internal audit, management review
and the certification process. It describes the standard in its own words; buy the
official standard from ISO or your national standards body for the exact
requirements.

What this book covers

What an ISMS is and why ISO/IEC 27001 matters.

Clauses 4 to 10 and the 2024 amendment.

Risk assessment, treatment and the Statement of Applicability.

Annex A themes and the controls new in 2022.

Documentation, audits, management review and certification.

Links to NIST CSF 2.0, cloud, privacy and AI standards.

Who this book is for

Security, IT and compliance staff building an ISMS.
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Managers preparing for certification.

Students learning governance, risk and compliance.

How the book is organized

Part I — Foundations (Chapters 1–9): what ISO 27001 is, why certify, the
family of standards, the 2022 edition and amendment, the management sys‐
tem idea, structure, scope, leadership and ISMS roles.

Part II — Building the ISMS (Chapters 10–20): context, risk assessment,
risk treatment, the Statement of Applicability, objectives, support, documen‐
tation, Annex A, its four themes and new controls.

Part III — Checking and improving (Chapters 21–29): operation, monitor‐
ing, internal audit, management review, improvement, certification audits, the
three-year cycle, audit preparation and choosing a certification body.

Part IV — Practice (Chapters 30–38): small organizations, related standards,
mapping to NIST CSF, tools, timelines, mistakes, a worked example, careers
and a learning path.

Reference: checklists, glossary and further reading.

Callouts

T IP

Practical advice you can use straight away.

IN  PRACT ICE

How an idea looks in real certification projects.

WATCH  OUT

Common mistakes and risks.

KEY  IDEA

The one thing to remember from a section.
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A note on screens

Screens are simplified illustrations, not real product screens.
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PA R T  I

Foundations
These chapters explain what ISO 27001 is, why organiza‐

tions adopt it and how the standard is structured.
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CHAPTER  1

What ISO 27001 is
ISO 27001 defines how to manage information security.

A definition

ISO/IEC 27001 specifies the requirements for establishing, implementing,
maintaining and continually improving an ISMS. It is published jointly by the
International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC).

Management, not just technology

The standard is about managing risk: leadership, roles, risk decisions, controls,
measurement and improvement. Technology is one part of that.

KEY  IDEA

ISO 27001 is a management system for information security risk, not a list of
products.
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CHAPTER  2

Why certify
Certification builds trust.

Customer trust: many contracts and tenders require certification.

Structure: a proven way to organize security work.

Risk focus: controls chosen for real risks.

Continual improvement: regular audits and reviews.

International recognition: understood worldwide.
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CHAPTER  3

The family of standards
ISO 27001 has many relatives.

Standard Purpose

ISO/IEC 27001 ISMS requirements; certifiable

ISO/IEC 27002 guidance on the controls

ISO/IEC 27005 information security risk management

ISO/IEC 27017 and 27018 cloud security and cloud privacy

ISO/IEC 27701 privacy information management

ISO/IEC 42001 AI management system

Figure 3.1  The ISO/IEC 27000 family and relatives

Only 27001 is certifiable

ISO/IEC 27002 gives guidance on implementing controls, but organizations are
certified against 27001.
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