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BEFORE YOU BEGIN

How to use this book

What this book covers, who it is for, and how to use it.

Most cyberattacks involve people somewhere: a convincing phishing email, a
reused password, a fake call to the help desk, a payment sent to a fraudster. A se-
curity awareness programme helps people recognize and resist these attacks,
use secure habits and report problems quickly.

This beginner's book shows how to build a programme that changes behaviour
rather than just ticking compliance boxes: understanding human risk, choosing
topics and audiences, designing short engaging content, running ethical phishing
simulations, measuring what matters, building a positive security culture and

meeting regulatory requirements.

What this book covers

¢ Why people matter and why traditional training often fails.
¢ Maturity, planning, topics and role-based training.

¢ Content design, channels and behavioural science.

e Phishing simulations, done ethically.

e Metrics, culture, Al and deepfakes.

¢ Requirements, budgets and a first-year roadmap.

Who this book is for

¢ Security teams responsible for awareness.
¢ HR, learning and communications professionals.

° Managers who want a security-aware team.
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How the book is organized

¢ Part I — Foundations (Chapters 1-8): why people matter, the human ele-
ment, why training fails, behaviour change, maturity, the programme cycle,
goals and stakeholders.

¢ Part IT — Designing the programme (Chapters 9—-19): assessing risk, top-
ics, role-based training, new starters, a yearly calendar, content design, be-
havioural science, channels, champions, accessibility and languages.

e Part III — Simulations and measurement (Chapters 20—28): phishing sim-
ulations, other kinds of tests, ethics, feedback, reporting, metrics, the report
rate, dashboards and surveys.

¢ Part IV — Culture and practice (Chapters 29-38): culture, leadership,
learning from incidents, Al and deepfakes, requirements, budgets, mistakes, a

worked example, careers and a roadmap.

¢ Reference: checklists, glossary and further reading.

Callouts
TIP

Practical advice you can use straight away.

IN PRACTICE

How an idea looks in real programmes.

WATCH OUT

Common mistakes and risks.

KEY IDEA

The one thing to remember from a section.
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A note on screens

Screens are simplified illustrations, not real product screens.
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PART |

Foundations

These chapters explain why people are central to security
and how to think about changing behaviour.
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CHAPTER 1

Why people matter

People are targets and defenders.

Phishing Passwords
most common lure reuse, weak
Reporting Mistakes
early warning wrong recipient
Fraud

fake payment requests

Figure 1.1 Where people make the difference

People as sensors

Staff who spot and report a phishing email quickly can stop an attack for every-

one. Awareness turns people from targets into an early warning system.

KEY IDEA

The aim is not perfect people; it is people who notice, pause and report.
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CHAPTER 2

The human element

The data on human involvement.

Verizon's 2026 Data Breach Investigations Report found human involvement
in 62% of breaches, such as falling for social engineering, misusing access or
making errors. It also found shadow Al had become the third most common non-

malicious insider action in its data loss prevention data.
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CHAPTER 3

Why training often fails

Why many programmes fail.

Compliance training

&

Once a year

Long slides Relevant to each role

Completion is the goal Behaviour change is the goal

[ Short and frequent

—

o Yan Yo Yan

Blame for mistakes ) ( Praise for reporting

Figure 3.1 Ticking boxes versus changing behaviour

Knowledge is not behaviour

People may know they should not click suspicious links, but under time pressure
they still do. Programmes must make the secure action easy, practised and

expected.
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