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BEFORE YOU BEGIN

How to use this guide

What this guide covers, who it is for, and how to use it.

CISM (Certified Information Security Manager) from ISACA is a leading certi-
fication for people who manage, design and oversee enterprise information secu-
rity programmes. It focuses on governance, risk, programme management and
incident management rather than hands-on technology.

This guide explains CISM in plain language. It covers the experience require-
ments and exam format, then each of the four domains with diagrams, the man-
agement mindset the exam rewards, a study plan, original practice questions and
exam-day advice. It reflects ISACA's updated exam content outline, which took
effect on November 3, 2026.

What this guide is, and is not

¢ An independent study companion written in its own words.

¢ Not official ISACA material; it does not reproduce exam questions or the of-

ficial outline.

¢ Use ISACA's exam content outline and official review materials as your
checKklist.

Who this guide is for

¢ Security managers and aspiring CISOs.
¢ Security professionals moving into leadership.

¢ GRC professionals wanting a management credential.
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How the guide is organized

¢ Part I — The certification (Chapters 1-8): what CISM is, the 2026 update,
requirements, exam format, the mindset, ethics, maintenance and a study

plan.
¢ Part I — Governance and risk (Chapters 9-20): Domains 1 and 2.
¢ Part III — Program and incidents (Chapters 21-33): Domains 3 and 4.

¢ Part IV — Exam success (Chapters 34-40): practice questions, exam strat-

egy and next steps.

¢ Reference: checklists, glossary and further reading.

Callouts

TIP

Practical study and exam advice.

IN PRACTICE

How a concept looks in a real job.

WATCH OUT

Common traps and misunderstandings.

KEY IDEA

The one thing to remember from a section.

A note on screens

Screens are illustrations, not real ISACA exam screens or product screens.
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PART |

The certification

These chapters explain what CISM is, what changed in
2026 and how to prepare.
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CHAPTER 1

What CISM is

A management certification.

A definition

CISM validates the ability to govern, build and manage an information security
programme that supports business objectives, manages risk and responds to

incidents.

Not a technical exam

CISM rarely asks how a technology works. It asks what a security manager

should do, in what order, and why.

KEY IDEA

CISM is about aligning security with the business.
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CHAPTER 2

The 2026 update

The November 2026 update.

Domain Before Nov 3, 2026 From Nov 3, 2026
[ 1Information Security Governance ] 17% 18%
[ 2 Information Security Risk Management J 20% 20%
[ 3 Information Security Program j 33% 33%
[ 4 Incident Management ] 30% 29%

Figure 2.1 CISM domains and weights

What changed

ISACA kept the four domains, placed greater emphasis on security strategy and
programme development, and added two content areas: enterprise architecture
and information security architecture. Updated preparation materials were re-
leased on September 1, 2026.
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CHAPTER 3

Requirements

Experience is required.

Pass exam Experience Apply Certified [ EIET]

150 questions 5 years, 3 managing within 5 years CISM CPE, fees

Figure 3.1 The path to CISM

Experience

ISACA requires five years of information security work experience, including
three years in information security management across several of the domains.
Some waivers exist. You can pass the exam first and apply once you meet the re-
quirement, within ISACA's time limits. Check the current rules on ISACA's

website.
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CHAPTER 4

Exam format

The exam.

¢ Questions: 150 multiple choice.

Time: 4 hours.

Scoring: scaled from 200 to 800; 450 or higher passes.

¢ Delivery: test centre or remote proctoring.
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